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Symphonic Distribution, Inc. (“Symphonic”) cares about your privacy. We are committed to
maintaining your trust by protecting your Personal Information (as defined below). This privacy policy
(the “Policy”) describes our policies on the collection, use and disclosure of your Personal Information in
connection with your use of our websites, social media web pages, online services and emails
(individually and collectively, the “Site” or “Sites”). It does not apply to any information collected offline.
Personal Information collected on the Sites may be used in the manner described below by
Symphonic, our affiliates and/or their respective agents and trusted partners (individually and collectively,
the “Company”). When used herein, the terms “we”, “us” and “our” refer to the Company. When this
Privacy Policy uses the term “Personal Information,” we mean information that relates to you and can be
used to identify you as an individual. Personal Information does not include information or data that has
been aggregated or made anonymous such that you can no longer be personally identified using any
means reasonably available to us.
We encourage you to review this entire Privacy Policy.
1.
Collection of Personal Information. We collect different types of Personal Information
in different ways depending on how you use and interact with our Sites.
We may collect the following types of Personal information from you:
•

Contact information, including your name, email address, street or mailing address and telephone
or mobile phone number;

•

Billing and payment information, including your bank account information, payment preferences,
tax ID number, credit card information and billing address;

•

Unique identifiers, including your user name and password;

•

Demographic information, including your age and date of birth; and

•

Internet and other electronic network activity, including your home server domain name and
search history.

We may collect such Personal Information from you when you visit and/or use the Sites in any of
the following ways:
•

When you communicate with the Company via email,

•

When you post messages to the Company’s bulletin boards or chat groups;

•

When you provide information to us in online registration and other forms, surveys, and contest
entries;

•

When you enter information within your SymphonicMS account;

•

Via the use of Internet cookies and similar Internet technologies; and

•

When you perform a search using our search engine.

We may also collect and/or generate anonymized and aggregated information when you visit and/
or use our Sites. Anonymized or aggregated information is not Personal Information.
2.
Use of Personal Information. We may use your Personal Information for the following
business purposes:

•

To facilitate your requested transactions and inform you about your orders;

•

To administer your accounts and respond to your requests, questions and concerns;

•

To send you marketing and promotional communications;

•

To administer promotions and sweepstakes you enter and notify you of the results;

•

To maintain and improve our Sites, content, products and services, including to customize your
experience on our Sites and to inform you about Site updates;

•

To conduct research and analysis for product development and content improvement purposes;

•

To maintain the security and effective functioning of our Sites; and

•

To address our compliance and legal obligations and exercise our legal rights.

We may use Internet cookies to save information regarding your Site preferences, the pages of the
Site viewed by you, and the advertisements viewed or clicked by you. This enables us to recognize you
when you revisit the Site and to customize your Site experience. Internet cookies are stored on your hard
drive and are not stored, in any form, by the Company. You may decline the Internet cookies by using the
appropriate feature of your web browser, if available.
We may also use web beacons and similar technologies to automatically collect and save
information as you browse our Sites, such as connection information (including the domain name and
Internet Service Provider), browser type and version, mobile device ID, cell phone carrier, operating
system and device type, traffic to and from the websites, the Internet Protocol (IP) address you use to
connect to the Internet and other standard weblog information. Such information is sometimes referred to
as web analytics and/or clickstream data. This information is used to make our Sites easier to use,
improve our advertising and to provide you with a more personal and convenient experience.
We do not currently use your Personal Information in such a way that automated decisions are
made about you without any human input.
3.

Sharing of Personal Information Collected.

We may disclose your Personal Information to third parties in order to operate, maintain and
improve the Site and to provide you with your requested services and process your requested transactions.
For example, we partner with Songtrust® to provide certain publishing administration services. If you
sign up for our publishing administration service, your Personal Information will be shared with Songtrust
and use of such Personal Information by Songtrust will be subject to Songtrust’s privacy policy: https://
www.songtrust.com/privacy/. We do not make any representations in regard to, and will not be
responsible for, the privacy practices of any third party, including, but not limited to those of Songtrust or
any other third party with whom we may share your Personal Information for business purposes.
To help protect you and others, we also use the information we collect, including Personal
Information, to identify fraudulent activities and transactions; prevent abuse of and investigate and/or
seek prosecution for any potential threats to, or misuse of, the Sites; to ensure compliance with applicable

agreements between you and the Company; to investigate violations of, or enforce our agreements; and to
otherwise to protect our rights and property. We may disclose your Personal Information if necessary to
detect, limit or prevent fraud or security issues, to protect our rights, property and safety or those of our
employees or partners, or if required by applicable law or to respond to legal process or a request for
cooperation by a government entity or law enforcement.
In the event that we purchase, sell, transfer or acquire all or a substantial portion of a business or
its assets, such as in connection with a merger, acquisition or in the event of a bankruptcy reorganization
or liquidation, then we may also disclose or share your Personal Information in connection with such
transaction. Any recipient of information in connection with any such transaction will be required to
comply with reasonable confidentiality restrictions with respect to your Personal Information.
We will not rent or sell share your Personal Information to third parties for marketing or
advertising purposes without your prior consent.

4.

Links to Third-Party Websites.

We may display links to third party websites, including social media sites that we do not own or
operate. We provide links to these third-party sites as a convenience to you. They are not intended as an
endorsement of or referral to the linked sites or services. The linked sites and services are subject to their
separate and independent privacy statements, notices, and terms. Please read their privacy policies
carefully to find out how they collect and process your Personal Information prior to submitting any
Personal Information via those third-party websites. The collection, use, and disclosure of your Personal
Information will be subject to the privacy policies of the third party and not this Policy. We cannot control
or be held responsible for the data collection, privacy, and information sharing policies and procedures or
content of third-parties.
5.

Data Retention, Transfer and Security.

We will retain your Personal Information for as long as your account with us is active and as
needed to provide you services. We will also retain your information as necessary to comply with our
legal obligations, resolve disputes and enforce our agreements.
The Company is headquartered in Tampa, Florida in the United States. The Personal Information
we collect from you will be transferred to and stored and processed in the United States. It may be
transferred to and/or stored in other countries where our service providers maintain facilities as well. By
using our Sites, or providing us with any Personal Information, you fully understand and consent to this
transfer, processing and storage of your information. If you are located in the European Union or other
regions with laws governing data collection and use, please note that we will not transfer your Personal
Information across international borders except in accordance with applicable law.
The security of all Personal Information provided to the Company is important to us. We follow
generally accepted industry standards to protect the Personal Information submitted to us, both during
transmission and after receipt, including against unauthorized or unlawful access and accidental loss,
destruction or damage. Unfortunately, no data transmission over the Internet or storage of information can
be guaranteed to be 100% secure. As a result, while we strive to protect your Personal Information, we
cannot ensure or warrant the security of any information that you transmit to us, and you do so at your
own risk.
6.

Opt-Out & Security Breach Notices.

You have the right to opt-out of having your Personal Information collected by the Company,
used by Company for secondary purposes, disclosed to third parties, and/or used by the Company or third

parties to send promotional correspondences to you, by contacting Company via e-mail at
privacy@symdistro.com or to the extent applicable, by checking the appropriate box on the online form
or clicking the unsubscribe link in the email. If you wish to cancel your account or request that we no
longer use your information to provide you services, please contact us via e-mail at
privacy@symdistro.com.
Please note, however, that we may still need to send you certain communications regarding the
operation and administration of our Site, and you will not be able to opt out of those communications, for
example, communications regarding updates to this Policy and any data security breaches.
In the event that your Personal Information is compromised due to a breach of our security, the
Company will promptly notify you in compliance with all applicable laws. Subject to applicable law, we
reserve the right to determine the form and means of providing such notifications to you.
7.

Accessing/Changing your Personal Information.

We value your rights to your Personal Information. In addition to your other rights hereunder, and
in accordance with applicable law, you may have the right to (i) request confirmation of whether we store,
use or share any of your Personal Information; (ii) obtain access to or a copy of your Personal
Information; (iii) receive an electronic copy of the Personal Information that you have provided to us, or
ask us to send that information to another company; (iv) restrict our uses of your Personal Information or
object to those uses; (v) seek correction of inaccurate, untrue or incomplete Personal Information; and (vi)
request erasure of Personal Information held about you by us, subject to certain exceptions. If you would
like to exercise any of these rights, please contact us via email to privacy@symdistro.com. We will
process such requests within a reasonable time period and in accordance with applicable laws.
You may also be able to modify, correct, change, or update your personal record or cause your
personal record to be removed from the Company’s database by clicking on “Edit Profile” located within
your control panel in SymphonicMS.
8.

Children’s Privacy.

We do not knowingly collect or attempt to collect any Personal Information from children under
the age of 16 (“Children”). If you feel that we have unknowingly collected information from a Child,
please contact us immediately via email to privacy@symdistro.com and this information will be removed.
For more information on how to protect your Children online, visit www.OnGuardOnline.gov.
9.

Changes to this Policy.

By using our Site, you agree to the terms of this Policy. We may amend this Policy at any time
and, as such, we encourage you to periodically review this page for the latest information on our privacy
practices. If we make a material change to this Policy, we will send an email to users who have provided
an email address or post a notice on our Site prior to the change becoming effective. Changes to this
Policy are effective when they are posted on our Site. Your continued relationship with us after the
posting of any amended version of this Policy shall constitute your agreement to be bound by any such
changes. We encourage you to review this Policy periodically to remain informed of how we use and
protect your Personal Information, and to be aware of any Policy changes.
10.

Additional Information for California Residents.

In addition to the information provided above regarding the categories, sources, uses, and sharing
of Personal Information we collect, we are providing the following additional information to California
residents consistent with applicable law.
We collect the information described above (including identifiers, commercial information,
internet or other electronic network activity data) from Site visitors and via other applications (e.g., social

networks), advertising networks and digital service providers. We may use this information for any of the
business purposes described above. We may also share this information with advertising networks, digital
service providers and other business partners for such business purposes.
In addition to the sources and categories of third parties mentioned above, we also may share this
information with law enforcement and professional service companies for the limited purposes of
addressing our compliance and legal obligations and exercising our legal rights.
Subject to certain exceptions, California residents have the following rights: (i) Upon our receipt
of a verifiable request, California residents can have (i) access to specific pieces of Personal Information
that we collect, use, disclose or sell and information about our data practices; (ii) their Personal
Information deleted; and (iii) opt out of sharing their Personal Information with third parties for certain
commercial purposes. To the extent permitted by applicable law, we may be required to retain some of
your Personal Information, and certain Personal Information is strictly necessary in order for us to fulfil
the purposes described in this Policy.
In addition, if you are a California resident, California law also provides you the right to receive
(a) information identifying any third party(ies) to whom we may have disclosed, within the preceding
calendar year, your Personal Information for that third party’s direct marketing purposes; and (b) a
description of the categories of Personal Information disclosed. To obtain such information please email
us at privacy@symdistro.com. We will respond to these requests within a reasonable period of time and in
accordance with applicable law.
California residents who wish exercise these rights, please email us at privacy@symdistro.com.
When submitting your request, you must affirm that you are a California resident or an authorized
representative for a California resident. Authorized agents must be registered with the California
Secretary of State, and the individual must designate the authorized agent by providing the authorized
agent with a valid power of attorney or written permission to act for the individual. You may be asked to
provide additional proof of identification so that we can verify your identity and validate the request.
Please note that you are limited by law in the number of requests you may submit per year. We will not
discriminate against you based solely upon you exercising your rights under California law.
11.

Additional Terms.

In addition to this Policy, your use of the Site is subject to the Company’s terms and conditions,
accessible here: https://symphonicdistribution.com/terms., and all other agreements between you and the
Company (collectively, the “Terms”).
As further explained in the Terms, content may be uploaded to your secure account. It is your sole
responsibility to ensure you hold all rights in and to any content you upload to the Site (including, but not
limited to text, audio, video and images). Further, you acknowledge and agree that the Company cannot
and will not be held liable for any loss, theft or corruption of content or information you upload to the
Site.
12.

Questions or Comments.

If you have any questions or comments regarding this Policy, please email us at
privacy@symdistro.com.

